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Abstract

The subject of the study deals with the Metaverse technology in the criminal justice
system, both its current and hoped implications. It raises contemporary criminal
issues that need to be addressed. It also highlights concerns about its role in
reshaping and restoring human relationships and its potential impact on society, such
as the burden of new security and privacy threats to individuals and the rise of
cybercrime in the digital space. The danger lies in legislating and making
amendments to laws and procedures. Consequently, the current study sheds light on
a central problem reflected in the following: will our physical criminal justice
system be effective in the Metaverse virtual world, or do we need to reconsider the
nature of penal texts? Thus, to address the subject of studying criminal policy in
confronting the Metaverse technology: "reality and hope,” the current study is
divided into three sections. The first section is devoted to studying the legal
framework of Metaverse technology, the second section discusses the applications of
Metaverse technology in criminal justice, and the third section sheds light on the
penal policy in combating crimes committed through Metaverse technology. The
research concluded with several recommendations, the most important of which are:
the need to develop legal mechanisms to confront this threat and the need to adopt a
proactive step by the Omani legislator and those in charge of law enforcement to
face this danger by enacting legislation and making amendments to the new laws of
combating information, technology and protecting personal data.

Keywords: Metaverse Technology, Criminal Policy, Criminal Justice, Biodata,
Virtual Harassment, Avatars.
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(2) Case Closed: Spearhead Interactive solves legal case by bringing Virtual Reality
into the Courtroom.
https://www.tees.ac.uk/sections/business/news_story.cfm?story_id=636
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(1) Bringing the jury to the crime scene via a 3D headset,
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(1) Jurors who view the scene of a crime in VR make better decision, study finds.
https://eandt.theiet.org/content/articles/2021/07/jurors-who-view-the-scene-of-a-

crime-in-vr-make-better-decision-study-finds/
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(2) Dolven, Taylor and Fidel, Emma This Prison is Using VR to Teach Inmates How
to Live on The Outside, Vice News, Dec 27, 2017.

(3) Virtual Rehab, Press Kit, February 2018.

(4) Ticknor, Dr. Bobbie, Virtual Reality and the Criminal Justice System: Exploring
the Possibilities for Correctional Rehabilitation, Lexinton Books February 2018.
p. 2-6.
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(1) See R. v. Nasogaluak, [2010] 1 SCR 206 — for sentence reductions.
(2) Who Is Hiding Behind Digital Avatars?
https://cedem.org.ua/en/analytics/tsyfrovi-avatary
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(2) FTC Issues Opinion and Order Against Cambridge Analytica Jaiue e opdbnell U
For Deceiving Consumers About the Collection of Facebook Data, Compliance with
EU-U.S. Privacy Shield, Federal Trade Commission (2022), online at
https://ww.ftc.gov/news-events/news/press-releases/2019/12/ftc-issues-opinion-

order-against-cambridge-analytica-deceiving-consumers-about-collection-facebook..
(visited October 10, 2022).
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(1) Order Den. Def's Opposed Mot. to Dismiss, 12, Feb. 15, 2019, 2018 CA 8715 B.

(2) https://mww.justice.gov/atr/case/us-and-plaintiff-states-v-google-lic (visited April 22,
2022).

(3) AG Racine Leads Bipartisan Coalition in Suing Google Over Deceptive Location
Tracking Practices That Invade Users' Privacy, Office of the Attorney General for the
District of Columbia (2022), online at https://oag.dc.gov/release/ag-racine-leads-
bipartisan-coalition-suing-google (visited April 22, 2022).

(4) Clearview Al lawsuit (re consent over scanning of online photos, USA)
https://www.business-humanrights.org/en/latest-news/clearview-ai-lawsuit-re-
consent-over-scanning-of-online-photos-usa (visited October 12, 2022).
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(1) Biometric Information Privacy Act (BIPA), ACLU of Illinois (2022.),
online at https://www.aclu-il.org/en/campaigns/biometric-information-
privacy-act-bipa (visited October 12, 2022).

(2) Rosenbach v. Six Flags Entertainment Corp., 2017 IL App (2d) 170317 (Il
App. Ct. Dec. 21, 2017)..

(3) Rosenbach v. Six Flags Entertainment Corp., 2019 IL 123186.
https://www.illinoiscourts.gov/Resources/f71510f1-fb2a-43d8-bal4-
292¢8009dfd9/123186.pdf

(4) Rosenbach v. Six Flags Entertainment Corp.op.ct..
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